HNudopmannonnas naMsiTka /sl HeCOBEPLICHHOICTHHX 110 BOIPOCcaM KH0ep0e30IacCHOCTH B

ceru «MHTEpHED

KoMIbIOTEepHBLIE BUPVCHI

KoMmnbioTepHblii  BUPYC - 93TO  Pa3HOBUIHOCTh KOMIBIOTEPHBIX MPOrPaMM,
OTJINYUTENIBHOM OCOOCHHOCTBIO KOTOPOHW SIBISETCSI CHOCOOHOCTh K Pa3MHOXXEHHUIO
(xonmupoBaHui0). B jgomosiHeHHE K ATOMY, BUPYCHl MOTYT MOBPEIUTH WM TOJTHOCTHIO
YHUYTOXXUTH BCE (haJIbl U JIaHHBIC, MOJIKOHTPOJILHBIC TTOJIH30BATEII0, OT UMEHH KOTOPOTO
OblIa 3amylieHa 3apakE€HHas MporpamMma, a TakKe MOBPEAUTh WM JaXe YHUYTOXUTh
OTIEPAIIMOHHYI0 CHCTEMY CcO BceMu (aiiamu B 11eoM. B OONBIIMHCTBE CilyuyaeB
PaCIPOCTPAHSIIOTCSI BUPYCHI YE€PE3 UHTEPHET.

MeToabl 3alIUTHI OT BPEIOHOCHBIX MPOrpaMM:

1. Hcnone3yii  cOBpeMEHHBIE ONEPAIMOHHBIE CHUCTEMBI, HMEIOIIUE
CephE3HBIN YPOBEHD 3aIIUTHI OT BPEJJOHOCHBIX MTPOTPAMM;

2. [TocTtossHHO ycTaHaBnuBail mnaTyu (UUGPOBBIC 3aIJIATKH, KOTOPHIE
ABTOMATHUYECKH YCTAHABIMBAIOTCS C IEJbI0 JIOPaOOTKA MPOrpaMMbl) U JPYTUe
OOHOBJIEHUSI CBOEH omepalMoHHOM cucrteMbl. CkauMBail WX TOJIBKO C
opurmanbHoro  caiita  paszpaborumka OC. Ecnum  CymecTByeT — pexum
aBTOMAaTHUYE€CKOTO OOHOBJICHHUS, BKJIIOUH €T0;

3.  Paboraii Ha cBOoeM KOMITBIOTEpE TOJ MpaBaMH TIOJIb30OBATENsA, a HE
aIMUHUCTpATOpa. ITO HE TO3BOJHUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTpamMM
MHCTaJUIMPOBATHCS Ha TBOEM MEPCOHAIIBHOM KOMITBIOTEPE;

4, Hcnonp3yidi aHTUBHUPYCHBIE MPOTPaMMHBIE MPOIYKTHl H3BECTHBIX
IIPOU3BOUTENICH, C aBBTOMAaTHUYECKUM OOHOBIICHHEM 0a3;

o. Orpannyb GU3NYECKUH JOCTYM K KOMIBIOTEPY JJIS IOCTOPOHHUX JTUIL;

6. Hcmonws3yii BHemHWE HOCUTENH WH(OpMaNWU, Takue Kak (dierika,
nuck unu daiin u3 UatepHeTa, TONBKO U3 TPOBEPEHHBIX HCTOYHUKOB;

1. He otkpeiBaii kommbioTepHBIC (haliibl, MOJyYEHHBIE W3 HEHAAEKHBIX
UCTOYHUKOB. J[axke Te (hailsibl, KOTOpbIE MpUCIIal TBOM 3HAKOMBIN. Jlydlie yTouHu y

HCTO, OTIIPABJIA JIN OH TeOe ux.

Cern WI-FI

C mnomompto WI-Fi  MOXHO TONYyYuTh OCCIUIATHBIA HWHTEPHET-IOCTYI B

oOllleCTBEHHBIX MecTax: Kade, OTelsix, TOPrOBBIX IEHTpax u al’pomoprax. Tak xe



ABJIAETCS OTIMYHOM BO3MOXKHOCTBIO BbIxoza B MIHTepHeT. Ho MHOTrHME SKCIEepThl CUUTAIOT,
yto obmeaoctynubie WiFi ceTu He sBisitoTCst 06€30MacHBIMU.
CoBeTbI M0 6€30MACHOCTH PadOTHI B 0011e10CTYNMHBIX ceTax Wi-fi

1. He nepepaBaii cBOl0 JMYHYI0 MH(pOpMAIUIO Yepe3 OOLIEAOCTYIHbIE
Wi-Fi cern. Pabotass B HUX, )eJIaTeIbHO HE BBOJIUTH MApOJIM JIOCTYIIA, JIOTHHBI U
KaKhe-TO HOMepa;

2.  Hcnonap3yih U OOHOBISI aHTUBUPYCHBIE HPOrpaMMbl U OpaHIMay?p.
Tem cambiM ThI 00€30MacuIlb ce0s OT 3aKaYKW BUPYCa Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonws3zoBanuu Wi-Fi otkmoun ¢ynkuuio «OOummi goctyn K
daiinam u npuHTepam». JlaHHas QYHKIUS 3aKpbiTa MO YMOJYaHUIO, OJIHAKO
HEKOTOpbIE TOJb30BATENN aKTUBUPYIOT €€ NIl y100CTBa MCIOJIb30BaHMs B padboTe
win yueOe;

4, He wucnonw3yit nyonuunsii WI-FI nns mepenaum JAUYHBIX JaHHBIX,
HaIpuUMep, JUIsl BBIXO0J1a B COIMATIbHBIE CETH WM B AJIEKTPOHHYIO MOYTY;

5. Ucnons3yii Tonbko 3amuineHHoe coeauHenue uepe3 HTTPS, a ne
HTTP, 1.e. npu Habope BeG-aapeca BBOAU UMEHHO «https://»;

6. B moOwmsHOM Tesnedone oTkmoun pyHkuuto «Ilogkmouenune k Wi-Fi
aBTomaTtudeckuy». He pgomyckail aBTOMaTHYECKOTO TMOJKIIOUEHUS YCTpPOMCTBa K

cetssM Wi-Fi 0e3 TBoero corjacus.

ConmaJibHbIE CeTH

CommanpHasi CeTh - 3TO CalT, KOTOPBIH NPEIOCTaBISET BO3MOXKHOCTH JIFOIISIM
OCYIIIECTBJIATH OOIICHHE MEXAy coOoii B mHTepHeTe. Yalmie Bcero B HHUX IS KaKIOTO
YelloBeKa BBIJIETSETCS CBOSA JIMYHAS CTPaHWYKA, HA KOTOPOW OH YyKas3bpiBaeT O cebe
pasnuYHyl0 HWHPOpMAIWIO, HAYMHAS OT HWMEHHU, (aMIIMKW W 3aKaH4YMBas JTMYHBIMU
dororpadussmu. MHOTHE MONB30BATENIM HE MOHUMAIOT, YTO WH(OpMAIUs, pa3MelIeHHAs
UMHU B COIIMAJIBHBIX CETSAX, MOXKET OBITh HAW/IEHa W HCIOJh30BaHA KEM YTOJHO, B TOM

yuclie He 00s13aTeJIbHO ¢ OJaruMu HaMCPCHUSAMMU.

OcHOBHBIE COBETHI 110 0€30IMaCHOCTH B COLMAJIBHBIX CeTHAX:

1. Orpanudp CHUCOK Jpy3ed. Y TeOs B JApPY3bSAX HE JOHKHO OBITh
CIIy4ailHbIX U HE3HAKOMBIX JIFOJIEH;

2. 3amuinail cBO 4YacTHYIO ku3Hb. He ykaspiBail maposid, TenedOHBI,

aapeca, JaTy TBOEr0  POXIEGHHS UM JAPYIYI0 JIMYHYI0  HMHQOpPMAIUIO.



37M0yMBIIIUICHHUKH MOTYT UCIOJIb30BaTh Jake HHPOPMAIMIO O TOM, KaK Thl H TBOH
POIUTENH TUITAHUPYETE TMPOBECTH KAaHUKYJIbI,

3. 3amuuiail cBOK pemyTauuio - JEpKU €€ B YUCTOTE M 3ajaBail cebde
BOIIPOC: XOTEN OBl THI, YTOOBI APyrye MOJIH30BATENN BUACITH, YTO ThI 3arpyKaeiib?
[Tomymaii, mpesxe 4eM 4To-TO OIMyOJIMKOBATh, HAMCATH U 3arPy3UTh;

4.  Ecam TBl TOBOPHIIB C JIIOJBMH, KOTOPHIX HE 3HACIb, HE HCIOIB3YH
CBO€ peambHOE MM U JAPYTyI0 JUYHYI0 HHQOpPMAIMH: UM, MECTO KUTEIbCTBA,
MeCTO y4eObl U Ipoyee;

5. UzGeraii pazmemenus ¢ororpaduii B IHTEpHETE, TOE ThI M300paxeH
Ha MECTHOCTH, TI0O KOTOPOI MOYKHO OIIPEICIUTh TBOE MECTOIOI0KEHHUE;

6. Ilpm peructpammu B COIMATBHOW CETH HEOOXOIWMO HCIIOJIH30BAThH
CJIOKHBIC TapOJIH, COCTOSIINE U3 OYKB U IU(P U C KOJTMYECTBOM 3HAKOB HE MEHEe
8,

7. i couuanbHOHW CceTH, TOYTHl M JAPYTUX CaHTOB HEO0OXOIUMO
UCTIOJIh30BaTh pa3Hble Maposid. Torma eciau Te0s B3JIIOMAIOT, TO 3J0YMBIIUICHHUKH

Imojy4datrt 4OCTYII TOJbKO K OJHOMY MECTY, @ HC BO BCC Cpa3y.

DJIEKTPOHHBIC TeHbI'N

DNEeKTpOHHbIE JIEHBIM — O3TO OYEHb YOOOHBIM crmoco0 miaTexei, OJHAKO
CYILIECTBYIOT MOLIEHHUKHU, KOTOPBIE XOTAT MOJIYYUTh 3TU JE€HBIU.

DNEKTPOHHBIE JE€HbIM MOSBWINCH COBCEM HEAABHO W HMMEHHO H3-3a 3TOTO BO
MHOT'MX FOCYJIapCTBaXx /10 CUX MOp HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (QYHKIIMOHMPYIOT U O HHUX YK€ MPOMHUCAHO B 3aKOHE, TJE UX
pa3enaioT Ha HECKOJbKO BHUJIOB - aHOHMMHBIE U HE aHOHUMHbIE. Pa3Hulla B TOM, 4TO
AHOHHMMHBIC - 3TO T€, B KOTOPBIX pa3peaeTcs MpOBOAUTH onepanuu 0e3 uaeHTUGUKAIUU
MOJIb30BaTeNis, a B HE AHOHUMHBIX WACHTU(DHUKAIIMKM TOJIB30BATENsl  SBISETCSA
00s13aTeIbHOM.

Taxxe crmegyer  pa3nmuyaTh  OJEKTPOHHBIE  (HUATHBIE  JeHBIH  (PaBHBI
rOCYJapCTBEHHBIM BajlOTaM) U JJEKTPOHHbIE He(UaTHbIE JEHbrM (HE paBHBI
rOCYJJapCTBEHHBIM BATIOTaM ).

OcHOBHBIE COBETHI 110 0e30MacHOM padoTe ¢ JJIEKTPOHHBIMHU IeHbIaMM

1. [IpuBsku Kk cuery MOOWIBHBIN TeiaedoH. DTO camblii YJIOOHBIA U

OBICTPBIN CIOCOO BOCCTAHOBUTH JIOCTYM K cueTy. [IpuBsizanHbIil TenedoH NOMOKET,

eciau 3a0yJenib CBOM IUIATEXXHBIM MapoJib WM 3alielllb Ha CAalUT C HE3HAKOMOTO

YCTPOWCTBA;



2. Hcnone3yit omHopas3oBbie maponu. llocie mepexona Ha YCHUIIEHHYHO
aBTOpU3alMI0 TeOe yKke He OyAeT YrpokaTh ONAacHOCTbh Kpakh WJIM IepexBara
IJIaTEKHOTO apOoJIs;

3. BeiOepu cnoxubiii napoib. [IpectynHukam OyaeT He IPOCTO yrajaarb
CJIOXHBIN maposb. HajexxHble napoiaum — 3TO Mapoiiv, KOTOPhIE COIepkKAT HE MEHEe
8 3HAKOB U BKJIIOYAIOT B C€0s1 CTPOUHBIE U MPONKUCHBIE OYKBBI, HIU(PPHI U HECKOJIBKO
CUMBOJIOB, TakM€ KaK 3HaK Joiuiapa, (QyHTa, BOCKIMIATENbHBIA 3HAK M T.II.
Hanpumep, StROng!;;

4, He BBOJH CBOM JIMYHBIC JaHHBIC HaA CaﬁTaX, KOTOPBIM HC NOBCPACHIb.

DJIEKTPOHHAS MOYTA

DJIEKTpOHHAsI TIOYTa — 3TO TEXHOJIOTHUS W TMPEIOCTABISIEMbIE €10 YCIYyrH [0
NEPEChUIKE M TOJYYCHHIO DJICKTPOHHBIX COOOIIEHUM, KOTOPBIE paclpenessioTcs B
KOMITbIOTEPHON ceTH. OOBIYHO AJIEKTPOHHBIM TOYTOBBIN SIIUK BBITJSIAT CISTYIOITAM
o0Opa3oM: UMs_IOJIb30BaTeII(@UMs_JoMeHa. Takke KpoMe Iepefadyd MpOCTOro TEKCTa,
UMEETCSl BOBMOXHOCTb IepeaBaTh (haiibl.

OcHOBHBIE COBETHI 10 0e30NMacHoi padoTe ¢ JIEKTPOHHOM MOYTOM:

1. Hano BeIOpaTh mpaBuibHBIN MOYTOBBIN cepBuc. B MHTepHeTe ecTh

OTPOMHBIN BBIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIy4Ille JOBEPATH TEM,

KOT'O 3HACIIb U KTO MEPBBIM B PEUTHHTIE;

2. He yxkaspiBaii B nmuHOW Toute JW4YHYyH HHpopmamuio. Hampumep,

Jydliie BEIOpaTh «My3bIKaIbHBINA (haHaT@» uinu «pok2013» BMecTo «remal3»;

3. Hcnonp3yil IBYyXdTalHyl0 aBTOpPU3ALMI0. JTO KOrJa MOMUMO MapoJs

HY>KHO BBOAUTH KOJI, TPUChLIaeMblil o SMS;

4, Brei6epu cnoxxnbiii mapodib. JIJis Ka)a0ro MOYTOBOTO SIIHUKA JTOJDKECH

OBITH CBOI HA/ICKHBIHN, YCTOMYMBBINA K B3JIOMY MApOJIb;

o. Ecnu ectb BO3MOXHOCTH HalucaTh CaMOMYy CBOM JIMYHBIA BOIIPOC,

UCIIOJIb3YH 3TY BO3MOXKHOCTb;

6. Hcnonb3yli HECKOJIBKO TMOYTOBBIX AIIMKOB. llepBwlii myisi 4yacTHOU

NEPENUCKU C aJpecaTamMu, KOTOPBIM Thl JIOBEpsCIlb. JTO SJIEKTPOHHBIA aJpec He

HAJI0 MCIIOJIH30BAaTh MPH PErUCTpanny Ha (hopyMax u caiTax;

7. He otkpsiBail (aitnbl 1 Apyrue BIOXKEHUS B MUCbMAaX JIaKe €CIU OHU

MPUIUIK OT TBOUX Apy3eil. Jlyuiie yTO4HM y HHMX, OTOPABJISIM JM OHH TeOe 3TU

Gbailibl;



8.  Ilocne okoHuyaHusi paOOTHl Ha MOYTOBOM CEPBHUCE IEPE] 3aKPbITHEM

BKJIQJIKU C CAaTOM He 3a0yJb HaXxaTh Ha « BeIATIY.

KuoepOov/JaJauMHT WJIH BUPTVAJIBHOE U31EeBATEJILCTBO

KubepOymmuar — mnpeciienoBaHue COOOIICHUSIMHU, COJEPKAIIUMU OCKOPOJICHMUS,
arpeccuio, 3alyruBaHUe; XYJIUTAaHCTBO; COLMAIbHOE OOWKOTHPOBAHUE C MOMOILBIO
Pa3IUYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE cOBETHI 10 00pble ¢ KNOEpOyIJIMHIOM

1.  He Opocaiicsa B 60ii. Jlyummuii cnoco0: TOCOBETOBATHCS KaK ce0sl BECTH

U, €CJIM HET TOTr0, K KOMY MOXHO OOpaTUThCA, TO BHaYayie YCHOKOUThCSA. Ecnu Thbl

HayHeIllb OTBEYaThb OCKOPOJEHUSIMU Ha OCKOPOJIEHHUS, TO TOJBKO ele OoJblie

pa3oiOKeIb KOH(IIUKT;

2.  Ynpapnsi cBoed kuOeppenyranuei;
3. AHOHMMHOCTb B ceTH MHUMAas. CylIeCTBYIOT CIIOCOOBI BBISICHUTh, KTO

CTOUT 32 AHOHUMHBIM aKKayHTOM;

4. He crout Bectn xynuranckuii oOpa3 BUPTyalbHOU KU3HH. MHTEpHET

¢ukcupyeT Bce TBOM JEUCTBHS M COXpaHsSeT UX. YJaduTh HX OylneT KpaiiHe

3aTPYJHUTEIBHO;
d. Benu cebst BexIMBO;
6. Urnopupyii enuuuuHblii HeraTuB. OIHOpPa30BbIE OCKOPOUTETHHBIC

COOOIIeHUS JTy4llle HITHOpUPOBaTh. OOBIYHO arpeccus MPEeKpaIlaeTcs Ha HauaabHON
CTaJuu;

7. ban arpeccopa. B nmporpammax oOMeHa MrHOBEHHBIMU COOOIIICHUSMH,
B COIMAJBHBIX CETSIX €CTh BO3MOXKHOCTH OJOKHMPOBKH OTIPABKUA COOOIIEHHUI C
OTMpEICTICHHBIX aIPECOB;

8. Ecnu 1bl cBuzerens kuOepOysuinHra. TBow [€MCTBUS: BBICTYIHUTH
OpPOTUB TMpecieqoBaTeNsl, MOKa3aTb €My, YTO €ro JEHCTBHS OLEHUBAIOTCS
HEraTUBHO, MOJJIEPXKaTh KEPTBY, KOTOPOM HYyX,Ha IICHUXOJIOTHYECKas MOMOIIb,

COOOIINTH B3POCIBIM O (DaKTE arpeCCUBHOTO TTOBEJCHUS B CETH.

MobouanHbIN TeJe(hoH

CoBpemeHnHble cMapTQOHBI M IUJIAHIIETHI COAEpKaT B ceOe BMOJHE B3POCIBIM
(GyHKIMOHAJ, U TeNeph OHU MOTYT KOHKYPUPOBATh CO CTAIIMOHAPHBIMU KOMITbIOTEPAMH.

OpnHako, cpeJCTB 3alIUThI JJIs MOJOOHBIX YCTPOMUCTB MOKA OYEHb Majo. TecTupoBaHue U



MOMCK YSA3BUMOCTEN B HUX IMPOUCXOJUT HE TaK MHTEHCHBHO, Kak mid 11K, To e camoe
KacaeTcsl U MOOMJIBHBIX MPUIIOKEHHM.

CoBpemMeHHbIE MOOWIIbHBIE Opay3epbl Y€ MNPAaKTHYECKH JOTHAJIM HAaCTOJIbHbBIE
aHaJIOTHU, OJTHAKO paclIupeHue (PyHKIMOHANA BJIEUET 3a COOOUM OOMBIIYIO CIOXHOCTh U
MEHBIIYIO 3aUUIIEHHOCTb.

Jlaneko He Bce MPOU3BOAMUTENM BBINYCKAIOT OOHOBJIEHUS, 3aKpbIBAIOIINE
KPUTUYECKUE YSI3BUMOCTH JIJIsl CBOMX YCTPOMNCTB.

OcHoOBHBIE COBETHI /151 0€30MACHOCTH MOOMJIBHOTO TesiedoHa:

1.  Bynp octoposkeH, Beab Korjaa tebe mpejjaraoT OecriaTHbIi KOHTEHT,

B HEM MOTYT OBITh CKPBITHI KAKHE-TO IJIATHBIE YCIYTH;

2. Hymaii, npexxae yem oTnpaButh SMS, ¢oro umu Buaeo. Tel TOUHO

3Hacllb, I'’IC OHU 6YJIYT B KOHEYHOM HTOTEC?

3.  Heo6xomumo 0OHOBISATH ONEPAIIMOHHYIO CUCTEMY TBOEr0 cMapTQoHa;
4.  Hcnonbp3yit aHTUBUPYCHBIC IPOTPAMMBI JIJISI MOOMJIBHBIX TEJIC(POHOB;
5. He 3arpyxali NpWIOKEHHS OT HEHM3BECTHOTO HCTOYHHKA, BEIb OHHU

MOTYT COJIEpP’KaTh BPEIOHOCHOE MPOTPAaMMHOE 00ECTICUeHHE;

6. Ilocme Toro kak Thl BBIHIEIIHP C CaiTa, TJ€ BBOAWI JIMYHYIO
uH(OpMaIHIo, 3211 B HACTPOUKHU Opay3epa u ynanu cookies;

7.  Tlepuomgwuecku TpOBEpsid KaKWe IUIATHBIE YCIYTd aKTHBHPOBAHBI HA
TBOEM HOMeEpE;

8.  [laBaii cBOit HOMEP MOOHMIIBHOTO TeyeoHa TOJBKO JIFOASM, KOTOPBIX ThI
3HACIIh M KOMY JIOBEPSICIIb;

9. Bluetooth nomkeH ObITH BBIKIIOUEH, KOT/Ia ThI UM HE TIOJIB3yenibes. He

3a0bIBail MHOT/IA TTPOBEPATH ITO.

@OUINUHT WIN KPAXKa JHYHbIX JIAHHBIX

I'maBHas Oocjb (1)I/IHII/IHF - BHJAa HHTepHeT-MOIHeHHI/ILIeCTBa, COCTOUT B IIOJIYYCHHU

KOH(UACHIINATBHBIX JIAHHBIX TOJIb30BaTENICH — JIOTMHOB W mapoiiei. Ha anrmmiickom
s3pike phishing umraercs kak ¢ummear (ot fishing — peioHas moBms, password —
MapoJib).

OcHOBHBIE COBeTHI 110 00pb0e ¢ PUIIMHTOM
1.  Cnenu 3a cBOMM akkayHTOM. Eciiu Thl moJ103peBaeliib, YTO TBOSI AaHKETA
ObL1a B3JI0MaHa, TO HEOOXOIUMO 3a0JIOKUPOBATh €€ U COOOIIUTh aAMUHUCTPATOPAM

pecypca 00 3TOM Kak MOXHO CKOpee;



2.  Hcnonw3yit 6e3onacHble BeO-CallThl, B TOM YUCJIE, MHTEPHET-Mara3uHoB
Y TIOMCKOBBIX CUCTEM;

3.  Hcnonp3yi cinoxkHble W pa3Hble Hapoiu. Takum oOpa3om, eciu Teds
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKHA MOJIy4YaT JOCTYN TOJIBKO K OJHOMY TBOEMY
poQuUITIO B CETH, a HE KO BCEM;

4, Eciu T1ebs B3iaO0Manu, TO HEOOXOAUMO MpPEAYNpEeNuTh BCEX CBOMX
3HAKOMBIX, KOTOpbIE NOOABIEHBI y T€0S B APY3bsIX, O TOM, UYTO T€OS B3JIOMAIU H,

BO3MO>KHO, OT TBOCTO NMCHH 6yz[eT pacCblIaThCA CllaM U CCBLJIKHW Ha (1)I/IIJ_II/IHFOBBI€

CaWThI;
5. YcranoBu HaaexHbI mapoib (PIN) Ha MoOuIbHBIN TenedoH;
6. OTkiroun coxpaHeHue naposisi B opaysepe;
7.  He otkpsiBail (ailsibl U Apyrue BIOKEHUS B MUChMax JaXe €CJIU OHH

OPUILIM OT TBOMX Jpy3eil. Jlydiie yTouHM y HUX, OTHPABISIM JIM OHU TeOe ATH

(aitbl.
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